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MetaShield ‐ Improved
Electromagnetic Interference Shielding

Electromagnetic Interference
Today’s environment contains omnipresent electromagnetic interference (EMI). Naturally
occurring EMI can come from sources such as lightning, precipitation static, and solar flares.
Human-made EMI can come from otherwise benign sources such as broadcast towers, power
transmission lines, and electrical equipment and devices. Malicious sources include high
altitude/energy electromagnetic pulse (HEMP) from nuclear explosions and intentional
electromagnetic interference (IEMI) pulse weapons. While nuclear weapons are certainly a high
impact event, they are fortunately also low frequency. In contrast, the target area of IEMI weapons
is narrowly focused, and these weapons are becoming widely accessible.

Figure 1. Natural and human‐made sources of EMI include events such as radio
communications, lightning strikes, solar flares, EMP guns, and nuclear blasts.

Conventional Shielding
Conventional approaches for EMI protection use shielding techniques such as Faraday cages made
from metallic walls, foils, coatings, screens, and sometimes magnetic permeable absorbers. These
can be combined and engineered to create highly reliable shields to mitigate routine, ambient EMI.
Critical assets may require additional protection to ensure resiliency. Additional protection usually
requires more shielding material, resulting in additional cost and weight. Fixed site assets may not
incur a weight penalty, but mobile ones will. The Achilles heel in shield constructs is leakage,
especially in the short wavelength bands - where IEMI weapons typically operate (~0.1-10 GHz)
and where modern electronics are especially vulnerable.
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EM radiation incident on a conducting surface generates surface currents that run freely along the
conductor. A fundamental issue with Faraday cages, and in particular foil solutions, is that surface
currents radiate or leak off of any discontinuity or imperfection such as a gap, seam, corner, or
penetration. This energy leakage becomes more difficult to prevent with increasing frequency due
to the smaller required fault size – higher frequency corresponds to shorter EM wavelengths that
“find” the smaller sized faults. Practical installations of Faraday cages are plagued with all of these
discontinuities, resulting in diminished performance. Locating and mitigating these issues during
initial construction is time consuming and expensive. Maintaining performance over the lifetime of
the Faraday cage requires significant effort as, for example, gaskets and seals degrade with use.
A second fundamental issue with Faraday cages is that energy generated inside the structure is
reflected inside the structure, which then acts a as potential interference against electronics within
the structure. This is similar to firing a gun inside a bulletproof car (see Fig. 2a). The energy must
eventually find something within the structure to absorb it.

MetaShield
Our team is developing resiliency solutions MetaShield, based on US Patent 10,439,291,
combining conventional Faraday cage technology with metamaterials and resulting in synergistic
improvements.
Metamaterials consist of an array of repeating cells across a surface. The individual cells are
resonant structures with physical size significantly smaller than the wavelength at which they are
resonant (commonly 1/10 of the wavelength), and comprised of electronic components (capacitors,
inductors, resistors) that couple with EM waves. A well-designed array results in a bulk material
effect, i.e., “metamaterial,” which interacts strongly with EM energy within the design frequencies.
If the resonant structure includes loss component, energy at the design frequencies is strongly
absorbed and the energy is converted into small amounts of heat.
MetaShield solutions can be designed or tuned to improve the shielding effectiveness of
conventional Faraday cages in vulnerable frequency bands, the design requiring computer
modeling and EM simulation. At design frequencies, the metamaterial component acts as a highimpedance surface, minimizing current flow and the resulting EM energy leakage from
discontinuities (See Fig. 2b). Further, the metamaterials enable the implementation of thin, light
weight absorbers compared with traditional EM energy absorbers.
MetaShield technology is best suited to protect rooms, chambers, or small shelters - volumes with
edge dimensions of at least a few feet and as part of the walls, ceiling, and floor. While it will help
protect instruments, devices, or components inside, it is not intended to be installed directly on
them. Optimally, MetaShield is integrated during initial design and construction, but retrofits to
existing compartments or Faraday cages are possible. MetaShield technology can also be
integrated into pass-through structures for cable arrays or onto conductors.
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Figure 2. (a) Without an absorber, EMI can be a problem within a reflecting structure. (b)
Metamaterial absorbers for EMI control absorb stray EM energy preventing EMI from
reflections.

Technology Development
Integument partnered with the Johns Hopkins University Applied Physics Laboratory and InfiniteRCS in a successful research project funded by the DOD through the Small Business Innovative
Research program (Phases I-II). The goal was to improve the shielding effectiveness of sensitive
compartmented information facilities (SCIF) against HEMP.

Figure 3. DOD funded research demonstrating the application of our metamaterial solution to
increase the shielding effectiveness of Faraday cage‐like compartments such as SCIFs and
communication shelters.
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When electromagnetic radiation meets a surface, it is either transmitted through, reflected by, or
absorbed by the surface:
Etotal = Etransmitted + Ereflected + Eabsorbed
Shielding effectiveness quantifies how well EMI protection works:
𝑃
10 log
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where the power is measured at a transmitting antenna and a receiving antenna, as shown in the
figure below. The diagram below shows a transmitting antenna inside an anechoic chamber,
receiving antenna outside, and a test panel (yellow vertical) mounted in a window of the chamber.

Figure 4. Experimental setup for measuring lab scale panels for shielding effectiveness.

While MIL-STD-188-125-1 sets the minimum HEMP shielding effectiveness required for protection
(Figure 5), the project’s goals were to improve upon that (Figure 6).

Figure 5. The minimum HEMP shielding effectiveness requirements per MIL‐STD‐188‐125‐1.
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Figure 6. The project’s shielding effectiveness goals relative to ASTM 1925 and MIL‐STD‐188‐
125‐1.

Figure 7 shows (left and center) views inside/outside of an anechoic chamber used for testing 2’x2’
samples of shielding panels. In those images, the panels are not in place in order to measure
baseline transmittance through the aperture. The image on the lower right shows a 4’x4’ box inside
of an anechoic chamber. One antenna is outside of the box and another inside. The box has a
Faraday cage liner made of form of aluminum foil, an augmented by specially designed
metamaterials. We measured an increase in shielding effectiveness of 20-40 dB, a successful
feasibility demonstration of the metamaterial technology.

Figure 7. Testing within anechoic chambers resulted in 20‐40 dB improvement of shielding
effectiveness using MetaShield technology.
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Dual Use Commercialization
The DOD project was aimed at shielding against HEMP, a very wide band source. While we were
able to demonstrate technical viability of our metamaterial-based shielding solution,
metamaterials, by their resonate nature, are best suited for narrow band applications. Besides
HEMP, other forms of EMI are fortunately more prevalent, and Figure 8 shows the relative intensity
and frequency bands of some. IEMI is a malicious and increasingly available source, and compared
to HEMP is across a relatively narrow band. As such, MetaShield technology offers improved
resiliency against IEMI, and our team is willing to work with you to develop solutions to help
safeguard your assets.

Figure 8. Frequency bands and relative intensity of various types of EMI.
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